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1. Purpose

This report provides the Committee with the Data Protection Officer’s (DPO) annual 
assessment of compliance with the General Data Protection Regulations (GDPR) and the 
Data Protection Act 2018 (DPA 2018).

2. Background and data protection assurance work undertaken

During the 12 months since the last data protection report considered by the Committee there 
has been a continued embedding of data protection principles required by GDPR.  It has 
seen WMCA mature in its understanding of data protection requirements, particularly in the 
area of identifying privacy risks, and putting in place mitigating factors. 

Some key developments in improving compliance have included.

2.1 Process mapping through Information Asset Registers (IAR):
There is a regulatory requirement for organisations to understand the information assets it 
holds, and the way that information is processed. We now have in place sufficiently detailed 
IAR’s for each directorate, which will be subject to continued review and development. 

2.2 Development of corporate training:
GDPR not only renewed a focus on organisational responsibility but also personal 
responsibility. Annual data protection training was once again rolled out to all staff, the 
completion of which was made mandatory by the Senior Leadership Team. 

2.3 Establishing a Security Steering Group: 
A Security Steering Group has been established, which meets quarterly. Its objectives include 
ensuring information security covers all business functions, ensuring information security 
aligns with business goals, raising information security awareness across the organisation, 
and implementing decisions on security management across the organisation. The Group 
reports to the Senior Leadership Team.

2.4 Improving breach reporting mechanisms:
The reporting of any data protection issues has been improved, and this has seen more 
transparency in incidents. It will enable incidents to be more effectively addressed, and any 
underlying issues identified. 

2.5 Review of Physical Security: 
16 Summer Lane is the principle location where WMCA information assets are held. A full 
audit of physical security within 16 Summer Lane was conducted resulting in several 
changes, and a new Access Control Policy & Procedure. 

2.6 Penetration testing:
A National Cyber Security Centre approved CHECK company was instructed to undertake a 
simulated cyber-attack against WMCA computer systems to check for exploitable 
vulnerabilities. The test identified the strength of WMCA defence systems, and 
recommendations for greater protection.  A rolling programme of penetration testing is being 
put in place. 

WMCA retained its Government backed Cyber Essentials Accreditation. 

2.7 Constant vulnerability testing of websites:
A programme of regular vulnerability testing of all WMCA websites has been implemented.



2.8 Embedding of Data Privacy Impact Assessments:
We are now increasingly seeing project managers/teams engaging the DPO and undertaking 
data privacy impact assessments. These assessments ensure projects comply with data 
protection legislation once they go live and are now recognised across WMCA as a key 
project governance document. 

3. Impact of the Coronavirus pandemic
The major impact of the Coronavirus pandemic on data protection has been the shift to 
working remotely. Fortunately, WMCA’s movement to Microsoft 365 shortly before the 
outbreak of the pandemic placed it in a strong position to safely accommodate remote 
working. 

3.1 Remote working considerations:
Remote working from home has been, for some time, an available option in many 
organisations. As with all data processing environments it does come with inherent risks 
which have to be mitigated. Proven IT and recognised good practice provide a route to 
archiving data protection, but arguably the controls that can be implemented in an office 
environment may not always be possible. 

The primary GDPR requirement when dealing with home working is to have in place 
“appropriate technical and organisational measures to guard against the unauthorised or 
unlawful processing of personal data and against the accidental loss or destruction of, or 
damage to, personal data”. 

Fortunately, WMCA have for a number of years made home working available for employees. 
Typically, a proportion of employees have worked from home 1-2 days of the week. This 
meant that WMCA had already in place policies, procedures and practises to support secure 
remote working. Additionally, the IT and data security defences have been designed with 
remote working in mind. For example, in 2019 we moved away from a small emerging Bring 
Your Own Device (BYOD) approach to corporate issued devices only, providing greater 
control of the security standards on mobile devices. 

However, the major impact of Covid-19 was to make home working a necessity for all, rather 
than an option taken up occasionally by a proportion of staff. Additionally, for many the home 
working environment will have changed with all members of the household likely to be at 
home during working hours.  Three key measures have been put in place to ensure continued 
secure remote processing of data:

 We have renewed the training and awareness programme to ensure staff remain 
connected to data protection issues whilst working away from the office. 
This has included the annual mandatory GDPR training consisting of modules on 
working remotely with mobile devices. We have also provided direct messaging to staff 
on good practice when working from home, and specific requirements of our 
information security polices which are directly relevant to home working. 
An important factor has been explaining how the controls we have in place can be 
maintained in the challenging environment everyone has found themselves in.  
Annex A provides an example of the type of messaging provided at regular intervals. 

 Continued and increased monitoring of WMCA cyber security defence systems has 
been stepped up. We are constantly monitoring and running reports on any activity 
across our IT estate which appears suspicious.   

 Despite the measures we had in place to support home working there was initially 
some work required to assess the best possible platform for connectivity of staff, both 
between individuals and those attending meetings. This was delivered against the 
backdrop of some platforms being scrutinised by the media, and several organisations 
suffering data breach incidents.  Instructions on preferred platforms, and the use of 



these platforms was provided to WMCA staff. Identified high risk platforms have been 
blocked from operating on WMCA systems.  
Notwithstanding the above it has to be accepted that some will have greater facilities 
to support remote working than others.  A factor that will have to be considered if we 
see continued lengthy home working is how we audit information security across 
hundreds of individual environments. 
We must also keep in mind that we are now moving to an increased mixed split 
between those working from home, and those working at 16 Summer Lane.

3.2 Physical Protection of WMCA hardware:
All WMCA issued mobile devices are encrypted. In the event of loss or theft of a device we 
have clear reporting requirements which will result in the device being disabled by WMCA IT 
technicians. This is to ensure loss or theft of IT does not result in information being 
compromised. 
The IT team are required to keep an inventory of all issued IT kit. Records are also kept of 
the IT technician “signing off” that issued mobile devices have been encrypted, and the 
relevant security tools installed. IT can only be issued following a request made under 
established procedures, an adult of which is retained.  

4. Areas identified for attention 
There are several areas which have been recognised as requiring further attention. The 
following are seen as priority areas which would lead to greater assurance. 

4.1 Multi Factor Authentication:
Multi-factor authentication is an authentication method in which a computer user is granted 
access only after successfully presenting two or more pieces of evidence (or factors) to an 
authentication mechanism. It is the strong recommendation of WMCA’s Data Protection 
Officer, Security & Information Risk Advisor, and Principal ICT Cyber Security Specialist that 
WMCA should move to multi-factor authentication. This will ensure robust access controls to 
WMCA systems, and thereby provide greater cyber protection. 

A paper on introducing this extra protection is currently under consideration.

4.2 SharePoint and information management:
The move away from paper-based records to an almost exclusively electronically held 
information presents challenges. It is essential that electronic information is stored and 
managed in a workable library that provides long-term identification, access, recovery, and 
destruction. It is recognised that there is currently a gap with no overarching corporate 
strategy on information management. Therefore, work is beginning on bridging this gap and 
putting in place controls which provide working flexibility but maintain corporate control of 
information.   

4.3 Physical storage:
The storage of paper records has been a historical issue, as it is in many public sector bodies. 
Whilst WMCA is not creating any significant additional paper records, it has inherited large 
volumes of records from Transport for West Midlands predecessor, the West Midlands 
Passenger Transport Executive.  These records are unstructured and have not been 
professionally managed. 

Considerable work has been undertaken to ensure that any information which is subject to 
data protection legislation is secured. However there remains large volumes of unstructured 
corporate information. Plans on how paper records are going to be held going forward have 
been put in place, with the sourcing of secure storage facilities. However further work is 
required, and addressing the management of this information continues. 



4.4 Government Functional Standard GOVS 007:
In July 2020 the Government set out a suite of standards applying to security risk 
management, planning and response activities for cyber, physical, personnel, technical and 
incident management. These standards are mandated requirements which will sit alongside 
the Governments advice and guidance contained within the HMG Security Policy Framework.

WMCA already have workstreams, existing policies, and process to address the new 
functional standards. However, close partnership with directorates that have responsibility for 
individual mandated requirements are taking place, to ensure identified actions are 
completed.

4.5 Development of data protection resources:
GDPR places upon WMCA a requirement to raise awareness of data protection issues across 
the organisation. We currently provide annual training, ongoing awareness as issues arise, 
and support/advice available to all from the DPO. However, it is recognised that an internal 
online resource would be beneficial, as this would provide a reference point for all staff 
providing advice, guidance, and support on data protection issues. We are looking to have 
this available this year.

5. Future development and monitoring 
We are now into the third year since the introduction of GDPR in May 2018, which 
represented the biggest legislative change in how personal data can be processed. The first 
stage of meeting the obligations imposed by GDPR was to implement GDPR changes into 
WMCA policies, procedures and operations. The second stage has been imbedding those 
changes and new requirements for processing personal data. 

The Data Protection Act specifically sets out the tasks required from a DPO. An important 
aspect of these tasks is the monitoring and auditing internal compliance with data protection 
legislation. Having worked our way through the first two stages we must now look to place a 
greater focus on monitoring compliance. To date this area has been focused on developing 
information asset registers to gain and demonstrate an organisational understanding of how 
data is processed across directorates. To address the wider monitoring requirements of the 
Act Appendix A sets out an intended programme of audit and assurance work. This will also 
form the basis of future reports to the Committee. 

6. Summary 
In summary, I regard WMCA’s approach to have been robust and comprehensive. What is 
important though is that where gaps remain and further work identified that there is a renewed 
momentum and focus to properly embed good data protection practice, and a formal 
monitoring programme is put in place. 

7. Financial Implications
N/A 

8. Legal Implications
N/A 

9. Equalities Implications
N/A 

10. Inclusive Growth Implications
N/A 

11. Geographical Area of Report’s Implications
N/A 



12. Other Implications
N/A 

13. Schedule of Background Papers 
N/A 



ANNEX A: 
Example of information security messaging provided to staff 2020

  



ANNEX B: 
Data Protection Audit and Assurance Programme

Lawfulness Purpose Data 
Minimisation
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Data Minimisation Review of data minimisation, anonymisation, and pseudonymisation. 
X  

Annually

Website Review Review of outside facing authority website and the data protection 
perceptions of the service users. Accessibility, usability, consistency. X X X  

Annually

Incident Management Review of the incident management process. Reporting, investigation, 
follow up, corporate learning etc. X X X X  

Annually

Sites beyond 16 Summer Lane Visits to WMCA sites and buildings to carry out review on physical controls, 
access and management controls. X X X

 

Annually – 
different 
sites

Information asset management Identification of information assets and defining appropriate protection 
responsibilities.
Review of Information Asset Registers.
Information classification. - Information assets are subject to an 
appropriate level of defence.
Handling of sensitive data and controls in place. 

X X X X X X

 

Rolling 
programme 
across 
teams

Cybersecurity Risks Cloud abuse, malware, hacking, passwords, backup.
Technical vulnerability management, network security management
Change management, monitoring, system acquisition, development and 
maintenance.
Capacity management. 
Logging, handling security incitements.

X

 

Annually

Organisation of information security Review of implementation and maintenance of information security 
practices.
Review of mobile devices and remote working.

Annually

SARS & data subject rights Review of the SAR and data subject rights process and how requests are 
processed. X X  

Biennially

Review of the Information 
Governance Board

Review of the effectiveness, Terms of Reference, membership, actions and 
progress of the Security Steering Group. X  

Triennial

Access controls Controls for the management of access rights of users, systems and 
applications, and for the management of user responsibilities X X  

As part of 
project 

CCTV Review Assessment against surveillance Camera Code of Practice (SC
Code). X X X X  

Biennially

Information security policies review  Consideration of DP/GDPR. X X X X  Annually 

https://www.itgovernance.co.uk/blog/what-is-information-classification-and-how-is-it-relevant-to-iso-27001


Information security incident 
management

Controls for reporting events and weaknesses, defining responsibilities, 
response procedures, and collection of evidence. X X

Annually

Records Management Review Storage and management of data.
Review of effectiveness and data security arrangements of the Iron 
Mountain.

X X X
 

Biennially 
& As part 
of project  

DPIAs Data Protection Impact Assessments (DPIAs), advice and input by the DPO.
Consistency, risks, actions, review. X  

Biennially

Human resources security Controls prior to employment, during, and after the employment X X X X X X X
Physical and environmental security Controls defining secure areas, entry controls, protection against threats, 

equipment security, secure disposal, Clear Desk and Clear Screen Policy, 
etc.

x
Biennially

Data Sharing Agreements Review of Data Sharing Agreements in place, gaps and processes. X  Biennially

Supplier relationships Controls in agreements and monitoring of WMCA Data Processors.
X X X X X X X

Rolling 
programme 
of review 

 Risk Register (DPO) Information security risk register x  Annually 

           


